Company A (  Company B DNP3 Data Exchange

Overview

Company A and Company B operate separate outstation sites and SCADA Master Servers. There is a requirement for some data collected from one company’s sites to be visible to the other company. This includes the ability to send controls and setpoints.

Due to firewall restrictions, this data exchange must flow over a TCP/IP network using only the DNP3 protocol.

The solution prescribed in this document takes advantage of the fact that both companies use IOServer as the OPC server linking iFIX to DNP3 devices.

IOServer can implement both a master and a slave DNP3 device and has a Gateway feature that directs data collected from one device to another.

The following diagram illustrates the architecture and data flow.
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